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PROPOSED CHANGES TO DCID 1/14 


DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE No. 1/144 


MINIMUM PERSONNEL SECURITY STANDARDS AND PROCEDURES 
GOVERNING ELIGIBILITY FOR ACCESS TO SENSITIVE 
COMPARTMENTED INFORMATION 


(Effective | ) 


; A 
Pursuant to the provisions of Executive OrderjJ$985 12036, Section 


102 of the National Security Act of 1947 and National Security 
Council Directives, the following minimum personnel security 
standards, procedures and continuing security programs are 
hereby established for all United States Government civilian 
and military personnel, consultants, contractors, employees 

of contractors and other individuals who require access to 
Sensitive Compartmented Information® (hereinafter referred to 
as SCI). The standards, procedures and programs established 
herein are minimum-and the departments and agencies may estab~ — 
lish such additional security steps as may be deemed necessary 
and appropriate to ensure that effective security is maintained. 


Purpose . .. - 
4 “yo, — 
. i. The purpose of this Directive is to enhance the security 
protection of SCI through the application of minimum security 
standards, procedures and continuing security programs, and to 


‘facilitate the security certification process among Government 


departments and agencies. 


Applicability 


2. The provisions of the Directive shall apply to all persons 
(other than elected officials of the United States Government, 
federal judges and those individuals for whom the DCI makes a : 
specific exception) without regard to civilian or military status, 
form of employment, official rank or position or length of service. 


3. Individuals who do not meet the minimum security criteria 
contained herein and who are, therefore, denied access to SCI shall 
not, solely, for this reason, be considered ineligible for access 
to other classified information. Individuals whose access to SCI 
has been authorized as an exception granted in accordance with 
paragraph 76 below, shall not, solely for that reason, be considered 
eligible for access to other classified information. _— 


te 


Ithis directive supersedes DCID 1/14 approved 13 May 1976. 

2The term "Sensitive Compartmented Information" as used ~ 
in this Directive is intended to include all information and 
materials bearing special community controls indicating restricted 
handling within present and future community intelligence collec- 
tion programs and their end products for which community systems 
of compartmentation have been or will be formally established. 
The term does not include Restricted Data as defined in Section ITI 
Public Laws 585, Atomic Energy Act of 1954, as amended. 
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General 


4. The granting of access to SCI shall be controlled under 
the strictest application of the "need-to-know" principle under 
procedures prescribed in the several existing authorities which 
govern access thereto, and in accordance with the personnel security 
standards and procedures set forth in this Directive. All persons 
accountable under the authority of this Directive and given access 
to information (SCI) containing sources or methods of intelligence 
Shall, as a condition of obtaining access, sign an agreement that 
they will not disclose that information to persons not authorized 
to receive it. 


Personnel Security Standards 


5. "Criteria for security approval of an individual on a 
need-to-know basis for access to SCI are as follows: 


a. The individual shall be stable, trustworthy, 
‘reliable, of excellent character and discretion and of 


unquestioned loyalty to the United States. 


b. Except where there is a compelling need, and a 
determination has been made by competent authority as 
described in paragraph 76 below that every reasonable 33 
assurance has been obtained that under the circumstances 
the security risk is negligible: 

(1) Both the individual and the members of 
“ his or her immediate family shall be U.S. citizens. 
For these purposes, "immediate family” 74 dé¢fivdd 
Ag ix¢ZvdAZA¢ includes the individual's spouse, 
parents, brothers, sisters and children. - 


(2) The members of the individual's immediate 
oe family and persons to whom he or she-is bound by 

oy ~ ..affection or obligation** should neither be sub- 

‘' ject to physical, mental or other forms of duress. 
by a foreign power, nor advocate the use of force 
or violence to overthrow the Government of the 
United States or the alteration of the form of 
Government of the.United States by unconstitu- 
tional means. 


Exceptions to Personnel Security Standards ; 


6. The exceptions to paragraph 5.b.{(1} (2) above may be granted 
only by the Senior Intelligence Officer (SIO) of the Intelligence 
Community organization or his designee unless such authority has ~ 
been specifically delegated to the head of an office or organization 
as set forth in interdepartmental agreements. All exceptions granted 
will be common sense determinations based on all available informa-_ 
tion, and shall be recorded by the agency making the exception. In 
those cases in which the individual has lived outside of the United 
States for a substantial period of his life, a thorough assessment 
of the adequacy of the investigation in terms of fulfillment of the 
minimum investigative requirements, and judicious review of the 
information therein must be made before an exception is considered. 


“The re uirement for U.S. citizenship in this DCID also applies to 
a4 cohabitant., : 


** Including a cohabitant. 


1 
ty 
' 


Approved For Release 2006/01/03 : CIA-RDP87B01034R000500140077-2 


Approved For Release 2006/01/03 : CIA-RDP87B01034R000500140077-2 


Investigative Requirements 


7. The investigation conducted on an individual under 
consideration for access to SCI will be thorough and shall be 
designed to develop information as to whether the individual 
clearly meets the above Personnel Security Standards. 


8. The investigation shall be accomplished through record 
checks and personal interviews of various sources by trained 
investigative personnel in order to establish affirmatively to 
the adjudicating agency complete continuity of identity to include- 
birth, residences, education, employment and military service. 
Where the circumstances of a case indicate, the investigation 
shall exceed the basic requirements set out below to ensure that 
those responsible for adjudicating access eligibility have in 
their possession all the relevant facts available. 

9. The individual shall furnish a signed personal history 
Statement, fingerprints of a quality acceptable to the Federal 
Bureau of Investigation and a signed release, as necessary, author- 
izing custodians of police, credit, education and medical records, - 
to provide record information to the investigative agency. Photo- 
graphs of the individual shall also be obtained where additional 
corroboration of identity is required. 


10. Minimum standards for the investigation are as follows: 


LE ~a. Verification of date and place of. birth and 
citivenship. - , . 

a b. Check of the subversive and criminal files of the 
Federal Bureau of Investigation, including submission of 
fingerprint charts, and such other National agencies as are 
appropriate to the individual's background. An additional 
check of Immigration ‘and Naturalization Service records 
shall be conducted on those members of the individual's 

“immediate family who are United States citizens other than 
by birth or who are resident aliens. 


ec. A check of appropriate police records covering all 


~ areas ydts £H¢ ividividMal KAd #édiddd of the individuel's 
| |: residencey, employment and education in the U.S. throughout 


the most recent fifteen (15) years or since age eighteen, 
whichever is the shorter period. . 


d. Verification of the individual’s financial status ~ 
and credit habits through checks of appropriate credit 


ie institutions and/or interviews with knowledgeable sources 
Feces covering all areas of employment, residence, and educa- - - 
A os t4 ; 

te ion in the most recent ?7Y seven (7) years. ioe 


' @. Interviews with neighbors in the vicinity of all 
the individual's residences in excess of six (6) months 
throughout the most recent five (5) year period. This 

- coverage shall be expanded where the investigation sug- 
gests the existence of some questionable behavioral 


pattern. 


£. Confirmation of all employment during the past 
fifteen (15) years or since age eighteen, whichever is 
the shorter period, but in any event the most recent two 
(2) years. Personal interviews with supervisors and 
co-workers at places of employment covering the past 
ten (10) years shall be accomplished. 


eee 
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coe g. Verification of graduation or attendance at all 


institutions of higher learning within the past fifteen (15) 
ears. If individual did not attend an institution of higher 


years. ft ees 
learning, verification of graduation or attendance at last 


secondary school within the past ten (10) years. ; 


‘2b 


Atgenddndd At séddddddy sehiddrs dy be verti tied 
FVESKEK AMATIFIAA CATIALALAL Sovteds. LE Attendance Az 
AAAPAPISHAY THEA VA TAKS Séddttdd vALKIA CHE Mose Feeene 
fité (81 ¥AAEA, PhtASHAL Tneshtiévs ALK FAgvTLY vedere 
dE Stdt PAEASKE VS vbeA AddMALAndd WILK Lhe Ande Anal 
dvting Wid Attériddnd¢d AKALL Be Ade dAsrisned. 
h.. Review of appropriate military records. 


ji. -Interviews with a sufficient number of knowledgeable 
sources Afdvdihtdd¢ds (a minimum of three developed during 
fhe course of the investigation) as necessary to provide a 
continuity to the extent practicable, of the individual's 
activities and behavioral patterns over the past fifteen (15) 
We With pAttidvIat dphddds dh thd vidst Fecens fité £32 


j- When employment, education or residence has 
occurred overseas (except for periods of less than fi¥é (BF 
y¥¢Atd one year for personnel on U.S. Government assignment 
and less than ninety days for other purposes) during the past” 
fifteen (15) years or since age eighteen, a check of the 


. records will be made at the Department of State and/ or 


other appropriate agencies. Efforts shall be made to 
develop sources, generally in the United States, who knew 
the individual overseas in order to cover significant 
employment, education or residence and to attempt to deter- 
mine if any lasting foreign contacts oT connections, were 
established during this period. However, in all cases 
where an individual has worked or lived outside of the 
U.S. continuously for over £i¥¢ (3) ¥¢d4¢4% one year, the 
investigation will be expanded to cover fully this period 
jn his life through the use of such investigative assets 
and checks of record sources as may be available to the 
U.S. Government in the foreign country(ies) in which the 
individual resided. . 


x. If #ess dtdtddddd Gh WAZEH When the individual 
has immediate family members or other persons ¥7£ZK to whom 
7~i¢ the individual isk bound by affection or obligation in 
any of the situations described in subparagraph 5.b.(2), 
above, the investigation will include an interview of the 
individual by trained security, investigative or counter-  _— 
intelligence personnel to ascertain the facts as they may - 
relate to the individual's access eligibility. te 


+. In all cases, the individual's spouse or cohabi- | 
tant shall at a minimum be checked through the subversive 
and criminal files of the Federal Bureau of Investigation 
and other National agencies as appropriate. When conditions 
jndicate, additional investigation shall be conducted on the 
spouse of the individual and members of the immediate family 
(or other persons to wnom the individual is bound by affec- 
tion or obligation) to the extent necessary to permit a . 
determination by the adjudicating agency that the provisions 


of paragraph 5 (Personnel Security Standards) above are met 
(See Annex A). 


ae 
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m. <A personal interview of the individual will be 
conducted by trained security, investigative or counter- 
intelligence personnel when necessary to resolve any 
significant adverse information and/or inconsistencies 
developed during the investigation. 


Exceptions to Investigative Requirements 


11. - (Old Paragraph 6) In exceptional cases, f}¢ Sehr ot 
IptGLI Lesh ed OFFIEAE SE LNA Wied TLedncé CovnZ ey SF EARTZALI SA, 


‘the SIO or his designee may determine that it is necessary or 


advisable in the National interest to authorize access to SCI 
prior to completion of the fully prescribed investigation noted 
in paragraph 10 above. In this situation, such investigative 
checks as,are.immediately possible shall be made at once and 
#¥¢¥id shall include a personal interview of the individual by 


S PIES - - - a <r  e e 
trained security, investigative, or counterintelligence personnel. 


Access in such cases shall bé strictly controlled and the fully 
prescribed investigation and final evaluation shall be completed 
at the earliest practicable moment. Certification to other 


- organizations of individuals authorized access in such cases 
. shall include explicit notification of tne exception. 


12. Where a previous investigation has been conducted 
within the past five (5) years which substantially meets the above 
minimum standards, it may serve as a basis for granting access 
approval provided a review of the personnel and security files 
does not réveal substantive changes in the individual's security 
eligibility. If a previous investigation does not substantially 
meet the minimum standards or if it is more than five (5) years 


old, a-current investigation shall be required but may be limited 


to that necessary to bring the individual's file up-to-date in 
accordance with the investigative requirements set forth in para- 
graph 10 above. Should new information be developed during the 
current investigation which bears unfavorably upon the individual's 
activities covered by the previous investigation, the current 
inquiries shall be expanded as necessary to develop full details 
of this new information. 


Periodic Reinvestigations 


13. Programs shall be instituted requiring the periodic 
reinvestigation of personnel provided access to SCI. These 
reinvestigations shall be conducted on a five (5) year recurrent 
basis, but on a more frequent basis where the individual has 
shown some questionable behavioral pattern, his activities-are . 
otherwise suspect, or when deemed necessary by the SIO concerned.? 


14. The scope of reinvestigations shall be determined by the 
STO concerned based on such considerations as the potential damage” 
that might result from the individual's defection or willful 2, 
compromise of SCI and the availability and probable effectiveness 
of other means to continually evaluate factors related to the 
individual's suitability for continued access. The individual ~ 
shall furnish an up-to-date, signed personal history statement 
and signed releases as necessary. in all cases, the reinvesti- 
gation sha inciude, as a minimum, appropriate National agency 
checks, local agency checks, (including overseas checks where 
appropriate), credit checks and a personal Azs¢vssidi interview 
with the individual by trained investigative, security or counter- 
intelligence personnel when necessary to resolve significant 


adverse information and/or inconsistencies. When conditions so 
indicate, additional investigation may be conducted as determined 


by the SIO or his designee. 


*rk POP, dv BIG vidy XedvEsE. ERY PME HPP oY F? GF FRE PEEYSPATY 
bf bétedtd, Ax. KE dédidvdd, wists Fredvene LAY eAL FAAP POMS Yue? 
ZAAALAT ditdviddtaddds. 

oe hos 
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. 15. The evaluation of the information developed by investiga- 
tion on an individual's loyalty and suitability shall be accomplished 
under the cognizance of the SIO concerned by analysts of broad 
knowledge, good judgment and wide experience in personnel security 
and/or counterintelligence. When all other information developed 
on an individual is favorable, a minor investigative requirement 
which has not been met should not préclude favorable adjudication. 
In all evaluations the protection of the National interest is 
paramount. Any doubt concerning personnel having access to SCI 
shall be resolved in favor of the National security. The ultimate 
determination of whether the granting of access is clearly consistent 
with the interest of National security shall be an overall common 
sense determination based on all available information. 


Appeals Procedures . . : 

16. Annex B prescribes common appeals procedures to be followed 
when an individual's SCI access has been denied or revoked. ; 
aoe a ee 2 tl et COss Nas peen Genled Or Tevoner 


Continuing Security Programs 


. 17.76 In order to facilitate the attainment of the highest 
standard of personnel security and to augment both the access 
approval criteria and the investigative requirements established 
by this Directive, member departments and agencies shall institute 
continuing security programs for all individuals having access to 
SCI. In addition to security indoctrinations, (See Annex JC, 
“Minimum Standards for SCI Security Awareness Programs in the 
U.S. Intelligence Community"), these programs shall be tailored | 
to create mutually supporting procedures under which no issue will 
escape notice or be left unresolved which brings into question an 
individual's loyalty and integrity or suggests the possibility of 
his being subject to undue influence or duress through foreign 
relationships or exploitable personal conduct. When an individual 
is assigned to perform sensitive compartmented work requiring 
access to SCI, the SIO for the department, agency, or Government 
program to which the individual is assigned shall assume security 
supervision of that individual throughout the period of his 
assignment. ; : 


18.77 The continuing security programs shall include the 
following: 2 - 7 


Ber. Security Gausation “Wrcgcans 96 dienee Har 


a. : 
AndZ¥idwAT? Vs Ate gtAdted Ag¢dss £6 BLT Atd AALLLALLY ¢..- 
ZHdderyindred And perisdically Lheredtres TAserucesd Ag 
4d fhe vnrdhd sédeieiyity And LKAL Pde vides stand ehezF 


BELSSAAL Se spAASLBITALY Fd% wir eAtdingd P7TATBILity fhe _ - 
¢dntinved Agégss £6 BLL eedes WALK LUA ZAdZ¥ZdvAL.. of the 


member departments and agencies shall be established and -.. 


maintained pursuant to the requirements of Annex PC. a ss 
Additionally, TK¢TFi STE, the individual is encouraged to wae 
see 


appropriate guidance and assistance on any personal 
problem or situation which may have a possible bearing on- 
his-eligibility for continued access to SCI, and security 
counseling should be made available. These instructions 
should be conducted by individuals having extensive back- 
ground and experience regarding the nature and special 
vulnerabilities of the particular type of compartmented 
information involved. 


KI 
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b. Security supervisory programs to ensure that super- 
visory personnel -recognize and discharge their special 
responsibility in matters pertaining to the security of SCI, 
incJuding the eligibility for SCI access. Such programs 
shall provide practical guidance as, to indicators which may 
Signal matters of security concern. Specific instructions 
concerning reporting procedures shall be disseminated to 
enable the appropriate authority to take timely corrective 
action to safepuard the security of the United States as 
‘well as to provide all necessary help to the individual 
concerned to neutralize his vulnerability. 


Cs sicheaey Review Programs to ensure that appropriate 
security authorities-invariably receive and exchange, in a 
timely manner, all information bearing on the security posture 
of pérsons having access to sensitive information.” Personnel 
history information shall be kept current. Security and 
related files shall ie kept under pa csnuine review. 


- 


i Mey 


[ es ee or ; aseetoey eee oe wicebyer cao. 
inc istencies arise which could impact upon an individual’s security 
status, appropriate investigations shall be conducted on a timely 


‘basis. The investigation shall be of sufficient scope necessary to. 


resolve the specific adverse or derogatory information, or incon- «>: 
sistency, in question so that a determination can be made as to .-” °: 


‘whether the -individual's continued utilization in activities ee 


ing SCI is, clearly ; ‘consistent: yLER oie interests of the Nattonel. 


security... ies, Pines a Se ma, ie te ee 


- . . Cae ee . a Es pa 
7 snc a Fae Panetl . & - 


es 


Effective Date 


20. 1 “This ‘Dinective “apeyeedes DCID ee t J47F¥ 196%, 


13 May 1976. ° Existing directives, regulations, agreements and 
Such other references governing access to SCI as defined” herein 


shall be revised eecorg tele thine ee ee Be oe 


te: 


" ‘ : : . . : 
: ss rn ’ 


‘These include pertinent provisions ‘oe the ‘Cledrance Standards ” 
and Investigation and Evaluation section of the PPRUDDAL TELS EE 
* Signals’ HEC T TAB enee eeeran Reguie Clone: . ate i ae 
WILLIAM J. CASEY ° 00, 

“GEBRZE BUSH. 


+ Director of Centra Intelligencé 
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. DCID 1/14. These guidelines apply to the adjudication of cases involving peers 
; Be 70 2s Wicea ciel peers belrw zeadladinated far contionet SCL acere 
 ADJODICATIVE PROCESS: a See Ay es oe 
Timp pees ey te eminent pad of = 
_. || beceiee aa uescoeptable security rik. SCT acces adjudication is the careful weighing, 
“+ of amber of -veriablar lnown as the “whols person™ entcept, The recency of | 
es ecctisence of any adverse incident, together with cireumnetentes pertaining therein, i : 
at central toa fair and uniform evaluation, Key factors to be comidered in adindication 
“gee the maturity and respemibility af the person at the there certain acts or violations 


faust be judged oa its own merits and final determisation remaics the responsibility of 


Bee ste pai Pee piedistae mast give pare aay to the ae mater 
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1 19 Marck 1989 


" ANNEX A 
DCID 1/14 ADJUDICATION GUIDELINES 


: ° This angez is designed to ensure that a common approach is followed by 
‘Tntelligence Community Departments and Agencies in apglying the standards of 


. being considered for first time accoss to Sensitive Comparhmented Information (SCD 


Pe oe ean easiets Peete sige ere ne ie 


_ were-commuitted:as well a3 any repetition or centincation of sech conduct. E: Each eow- 


” the individes] STO, tg a aaa aba pace 
ie aaa has al carpages ‘ oe : a o's 


- 


Spe ee ees ee 
 ceadieos Gitte ROLE Ef eatin eeoachy aa ows cl COmnmIN stutte- 
- deterraination based on all available inforsostion. Id arriving at a decision consistent 


‘~DCID 1/14 establishes the categorical requirement that, to be eligibleforscr | ~~ 
acces, am findivideal must be of unquestioned Iovalty to the United States Pt Oks. 
y: aa Z = 
. 2 —_ 
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| COHABITATION ser 
YS! Bxvyd/odvieydY ¢Cohabitation ¥Z7A 4d vighbét of Lhd dooddAi es 
Ss Bex in and of itself does not preclude SCI access approval. 


-The identity of a cohabitant must be ascertained and a 
determination made if such association constitutes an unaccept- 
able security risk based on the same criteria as in the section 
dealing with Close Relatives and Associates. Cohabitation with 
an-alien, for example, requires the same scrutiny aS marriage ~ 
to an alien. Extra-marital sexual relations are also of 
legitimate concern to the SCI adjudicator when the potential 
for undue influence or duress exists. 7* 


UNDESIRABLE CHARACTER TRAITS _ 


It is emphasized that an individualts lifestyle is examined 
only in an effort to determine whether a pattern of behavior 
exists which indicates that granting SCI access could pose a» 
risk to national security. In cases where allegations have been ._ 

.  veported which reflect unfavorably on the reputation of an indi-. 
- 7 yidual, it is incumbent upon the SCI adjudicator to distinguish ~ .. 
.. fact from opinion and to determine which negative characteristics __ 
are real and pertinent to an evaluation of the individual's ee: 
character and which are unsubstantiated or’ irrelevant. Relevant | 
negative characteristics are those which, in the adjudicator'’s - 
informedvopinion, “indicate that an individual is not willing, - 
“. able, or likely to protect SCI information. The adjudicator's - 
_personal likes or dislikes must not be permitted to affect the- o 


_.determination. — -. 
(Onh) oes ‘Examples of specific concern in determining whether an 
(Vey) \ individual has undesirable character traits are any substantive _ 


eredible derogatory comments by associates, employers, neighbors - 
- i-gnd-other acquaintances; any litigation institute against the 
jndividual by such pérsons as a result of the individual's ; 
actions;..or allegations of violations of law. A recommenda-— 
tion for disapproval would be appropriate for an individual. ~- 
- who cannot be relied upon to obey rules and regulations. 


woe be wee 
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MINIMUM STANDARDS FOR SCI SECURITY AWARENESS, 
PROGRAMS IN THE U.S. INTELLIGENCE COMMUNITY 


crea, 


’ 
un 
9 


“Minimum standards are hereby established far the scr security 


education programs designed to enhance eae Scurry awareness of 2 _ 


U.S. Government employees aad private contractors working im the 


U.S. intet la gence Community. Compliance with these standards is 


Beau ECE for ail Departnents/Agencies within the ‘Intelligence Com— 


munity. it is intended that existing security gvareness programs” 


‘shall be modified to conform wi th these standards- : ‘Repartnents/ 


- ing has been presentéd 1 to ‘all personnel. 


Agencies will establish a documented ‘program, . 


The security. awareness requirements ‘set. forth herein’ are divided : 


into three phases. Phase I concerns the initial indactrination of oe 


‘ekassi fie 2d - -infornation.. Phase. Il concerns ee continuing security 


the enployee which is ; normally administered prior ta access to ‘scL 


ee . ° oe ~ * 


‘awareness: program required to maintain ane increase security zware— 


“ness throughout the Bente’ of access. Phase. TIL sets forth the final 


guidelines and instructions when access to ‘scr clessified-information 


the 


is terminated. ne eee . ca ey cde eee 


I. . Initial Indoctrination--As soon as practicable: after being, ‘< 


approved for access. to SCI elassified- information, euplayees shall 


eee, a aes 


i Se 


receive an initial security. indoctrination which shalt inctude: Ta 


A The need for and purpose of SCE classified “incometion, : 


and the adverse effects to the. Bene security thet could 


.s 


result from unauthorized disclosure. or eee Z aes oe cae 
B.. The intelligence mission of the Department fagency t to _ 


include the reasons why intelligence information is sensitive. 


C. . The administrative, personnel, physical awe other r 


procedural security requirements of the Departnent/Agency, and 


those requirements peculiar to specific duty assiguuents— 


ae het oo met Lid yin 
ieeuees, eine ald oa pbatee ne 
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D. Individual classification management responsibilities 
as set forth in appropriate directives and regulations to 
include classification/declassification guidelines and marking 
| requirements, | : 

E. The definitions and criminal senelties for espionage, 
including harboring or concealing persons; gathering, peas 
-mitting, or losing defense information; gathering or delivering 
defense information to aid foreign governments ; photographing 
and ee venany aeecdse installations; unauthorized disclosure 
of classified information (Title 18, U. Ss. C., Sections 782 
through 795, “797 and 798), the Internal Security Act of 1956 


(Title 50, U.S. ee Section 783) and, when appropriate, the 


Atomic Energy Act, Sections 228 through ‘227. 


F. The administrative sanctions ‘for. violation or disregard,’ 


of security procedures... 00 ws . Pee ce 


aoe 
te 


G. <A review of the techniques employed by foreign intelli-~ ~~ 
gence organizations in attempting to obtain national security 


paneer ae tson: uate 


ae ‘Individual security responsibilities including: 
As, The prohibition against discussing SCI classified 
informetion in a nonsecure area, over a nonsecure tele~ 


phone or in any other manner that permits access by 
unauthorized persons. ~ ; ee ae. : See - eee 

‘2. The need to determine, prior to disseminating scr". 
ciassified-infornation, that the prospective recipient - x 
has the proper security access approval elearsnee, ‘that oo 
the elassified- information ‘SCI is needed in order to ‘per-~ 


form official eee anil that the ‘recipient Cam property Se aes 
protect the information. ae Pes oe 
~ .3. Administrative reporting requirements such ae 
foreign travel, contacts with foreign nationals, attempts 
by unauthorized individuals to obtain national security 


information, physical security deficiencies and lass or 


possible compromise of elassified SCI material. 
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ft tel ISL ee ee Rt SR ae aoe, 


ee fs see 


Approved For Release 2006/01/03 : CIA-RDP87B01034R000500140077-2 


4. Obligation to report to proper authorities any infor~ 
mation which could reflect on the trustworthiness of an indi- 
vidual who has access to scr elassified-inforastion, such as: 

"a, Willful violation of security regulations 
b. Unexplained affluence or excessive indebtedness ; 
c. Serious unlawful acts | - 
d. Apparent mental or emotional problems ~~ 7 us 
e. Coercion or harassment attempts _ 
£. ‘hiadinni i Geronpts 


S$. Identification of the elements: in the Department/Agency 


to which matters of SCCEESLY interest are to be referred. 


eat 


vas Periodic Employee ngeredess hhancement--Each Department/ eae 


: Agency shall establish a continuing security awareness program which 


‘will provide for eel aiene exposure of personnel to viable Secure 


awareness material. Implementation of a continuing nieces nay 
“inelude live briefings, audio-visual presentations (e.g-, video tapes, 
films and slide/tape programs), printed material (e.g., posters, oes 
. " memoranda, sduniitais; fliers) or a combination thereof. Tt is essen~— 
tial that eae information and materials are utilized. Programs - 
should be designed to meet the individual needs of the aaa ee : 
Agency. 7 oe 
A. The basic elenents fom this program shalt include, 
but are not limited to, the following: ee - 2 ann 
1. The Perel an intelligence threat. . 
2. The technical threat. ae* eae ee 
3. Administrative, personnel, physical and: procedural. ©. 


a 
4, Individual classification management responsibility. 
5. Criminal penalties and administrative sanctions. 


6. Individual security responsibilities. 


7. A review of other appropriate Department/Agency 
: fe fe Bs 


requirements. 


AEG 
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B. Special security briefings/debriefings are required 
to supplement the existing security awareness programs in 
the following situations: 

Ls When : an eapreyee is designated as a courier. 

2. weds an employee travels, officially or unoffi- 
cially, to or through communist countries, or areas of : - 
high risk. | 
; a When an employee ee” or anticipates, contact 
wate PEDBESE RESUME >) of communist controlled ener’ 

‘4, When an employee is granted. access to scr sensi- 
tive-compartmented- information or GEipEee tees ¢ material.” 

5. When any other. situation arises for which a sper 


“cial briefing/ debriefing is requixed by the Department /Agency—. 


~ 


TIL. Debriefing--When a Departnent/Agency } — determined that. 
.access to cock elassified-infermatien is ne longer required, final 


instructions and guidelines will be provided to the employee. As” 


a minimum these shart include: 


Ae A requirement that the individual read appropriate _ Fe 


section of Titles 18 and 50, U.S. Code, and that the intent 

and criminal sanctions of these laws relative te espionage ae 

unauthorized disclosure be clarified. on, mer a 
“B. The ‘continuing phidearion never to divalge, publish, or 


reveal by writing, word, conduct or otherwise, to any unauthor~ 


~~ 


ized persons any SCI elassSified- -inforaation-relating-to-the : 


. Tes 


national -seeurity, without the written consent of appropriate” 
Departhien efageney. officials. ‘ | 7 Be 

C.. An acknowledgement that the individual will report with- 
out-delay to the Federal Bureau of Investigation, or the Depart- 
ment/Agency, any attempt by an unauthorized person to solicit __ 
national security information. . 

D. A declaration that the individual no longer possesses 
any documents or material containing SCI elessified-information. 

E. <A reminder of the risks ee eae with foreign travel 
and certain Loeardous Aeeivines as defined in DCID 1/20, and 
Department/Agency reporting requirements as applicable. 

Ds 
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